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What is
E-Safety?
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Whose
responsibility is
it?
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Why is it
important?
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What do you think are the
biggest risks children face online?
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Social Media
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you use social

media?
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4 How often does\

your child use
social media?
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Name: Whatsapp
Age rating: 13+

[~

Name: Facebook
Age rating: 13+

Name: Instagram
Age rating: 13+

Name: Tiktok
Age rating: 13+

Name: Minecraft
Age rating: PEGI 7+

Name: Discord
Age rating: 13+

Name: Viber
Age rating: 16+

X

Name: Snapchat
Age rating: 16+

Name: Telegram
Age rating: 17+

3 YouTube

Name: Youtube
Age rating: 13+

ROQBLOX

Name: Roblox
Age rating: Varying

@ Spotify:

Name: Spotify
Age rating: 13+




What is Omegle?

Omegle is one of the more popular video chat sites available online. It pairs random users identified

as ‘You' and ‘Stranger’ to chat online via ‘Text’, ‘Video' or both.

A user can also choose to add their interests, and Omegle will try to pair a user with someone who
has similar interests. If not, you could meet anyone. Chats are anonymous unless the user states

who they are. It's free and no account sign up is required.

There are many imitation apps such as ‘Chat for Omegle’, ‘Free Omegle Chat’ and ‘Omeglers’, but
there is no longer an official Omegle app. All sites and apps appear to share the same features and
purpose, but only some are linked to Omegle. As such, parents and carers should check to see

which apps kids have got installed on their phones and the risks presented with each.

The Omegle website is now closed.
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creen Time

Learn & Create

= [ o .
Creating

Discovering & digital
games researching content

Boosts education,
personal interests
and life skills

R-... ? Connect

Family &
friends Play with

’
[+ ) o Helps develop
communication &

social skills

Share others
achievements

Downtime

Play games &
Moderate passive screen time watch videos

activities good for downtime .
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5 top tips to suppo
children and young people

Lead by example

Just like anything, children copy their
parents' actions and behaviour. If you
set boundaries for your own screen, it will
be easier for your kids to do the same.

Set boundaries
WITH your kids

Get them involved in the process

of setting age appropriate limits on
how long they can spend online, at
what times and on which platforms.
Set up screen-free times or rooms
where screens are out of sight and
therefore more likely to be out of mind.
Review these as they get older and
give them the space to take greater
responsibility for their screen use.

Ensure a healthy mix
of screen activity

Make sure they have a good balance of
screen activities that encourage creativity,
learning & education, connecting with family
& friends, as well as using devices for passively
engaging with content.




Avoid using screen
time as a reward

This will elevate the status of screen time
above other activities and like using
food as a reward may

encourage children

to simply want more.

g,
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Physical activity
& sleep are really
important

Make sure screens are not displacing
these things by keeping screens out of
bedrooms at bed time and that you are
creating opportunities for your children
to be active each day.




The British School Kathmandu, Nepal /\

Gaming
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EVERYONE
Content is generally suitable for all ages. May contain minimal cartoon,

A fantasy or mild violence and/or infrequent use of mild language.

EVERYONE 10+

Content is generally suitable for ages 10 and up. May contain more
cartoon, fantasy or mild violence, mild language and/or minimal
suggestive themes.

TEEN

Content is generally suitable for ages 13 and up. May contain violence,
suggestive themes, crude humor, minimal blood, simulated gambling
and/or infrequent use of strong language.

MATURE
Content is generally suitable for ages 17 and up. May contain intense
violence, blood and gore, sexual content and/or strong language.

ADULTS ONLY

Content suitable only for adults ages 18 and up. May include prolonged
scenes of intense violence, graphic sexual content and/or gambling
with real currency.

www.pegi.info

www.pegl.info

www.pegi.info

PEGI 3

The content of games given this rating is considered suitable for all age
groups. Some violence in a comical context (typically Bugs Bunny or Tom &
Jerry cartoon-like forms of violence) is acceptable. The child should not be
able to associate the character on the screen with real life characters, they
should be totally fantasy. The game should not contain any sounds or pictures
that are likely to scare or frighten young children. No bad language should be
heard.

PEGI 7
Any game that would normally be rated at 3 but contains some possibly
frightening scenes or sounds may be considered suitable in this category.

PEGI 12

Videogames that show violence of a slightly more graphic nature towards
fantasy character and/or non graphic violence towards human-looking
characters or recognisable animals, as well as videogames that show nudity of
a slightly more graphic nature would fall in this age category. Any bad
language in this category must be mild and fall short of sexual expletives.

PEGI 16

This rating is applied once the depiction of violence (or sexual activity) reaches
a stage that looks the same as would be expected in real life. More extreme
bad language, the concept of the use of tobacco and drugs and the depiction
of criminal activities can be content of games that are rated 16.

PEGI 18

The adult classification is applied when the level of violence reaches a stage
where it becomes a depiction of gross violence and/or includes elements of
specific types of violence. Gross violence is the most difficult to define since it
can be very subjective in many cases, but in general terms it can be classed as
the depictions of violence that would make the viewer feel a sense of
revulsion.
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MATURE
Content is generally suitable for ages 17 and up. May contain intense
A violence, blood and gore, sexual content and/or strong language.

ADULTS ONLY
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www.commonsensemedia.org/game-reviews/

Parent reviews for Valorant

e iad Common Sense says

Parents say Kids say
G (S age 14+ age 10+ age 11+
. * &k K * % Kk * & ko

Based on our expert review

Based on 31 reviews Based on 97 reviews
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Online Chat

e ttow does in-game chat take place?
e What are the risks of in-game chat?
e What can you do to help your child with safer

in-game chat?

—
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Online Chat

What can you do to help your child with safer in-game chat?

Fortunately, there are also a few practical steps you can take.

Play, or watch your children play, online games to understand how they talk online, who they talk to
online and what you're comfortable with.

With older children, who may not want you to play with them, have regular chats about the games they
play, who they talk to and how.

Use family controls and in-game settings to manage, limit or turn off in-game chat to make sure that
you're confident interactions are right for your children.

With primary aged children, keep games devices in a shared space in the house (for example, the living
room) and use settings to limit screen time to help children to manage their time.

To catch potential problems early, encourage your children to report inappropriate chat in game and to
tell you if anything in the game makes them feel worried or uncomfortable.
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Know the facts.

Approximately 15% of teens surveyed by Common Sense said they first saw pornography before age
11—either by accident or on purpose. And more than half of those teens said they had seen it by age

There isn't research on what younger children experience when they come across pornography.
However, research involving adolescents suggests that seeing it can make some youth anxious, cause
body image problems, and influence attitudes about sex.

While the facts are concerning, try not to panic. The chances that your child will experience lasting
harm from one, or even two, exposures to pornography are likely low—particularly if you're able to
talk with them about it in a supportive way.

\/ common
sense

media:
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How to talk to your children

v

common
Seénse

media

Prepare for it.

Before giving children access to an internet-connected device like a tablet or phone, it's a good idea
to talk with them about pornography in an age-appropriate way.

¢ You can say: "Certain things on the internet are for adults only, and this includes some types of
pictures and videos of naked people—what's called pornography."

Make your rules about pornography clear before—and after—they see it.

¢ You can say: "Watching videos that show people without clothes on is not good for kids. Some
of those are too scary for you. If you see a video or photo of naked people, | want you to shut
your eyes and call me or an adult you trust. | will help you turn it off. | do not want you to see it,
even by accident. It is not your fault that you saw that video."

Children with access to cellphones or other devices with cameras also need to know your rules
around taking photos and videos.

¢ You cansay: "It's not OK for you to take photos or videos of your private parts or anyone else's
private parts. That isn't only my rule, that is a law. Nobody should ever ask you if they can take a
photo or video of your private parts, and if they do, | want you to tell me."
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ital Foot

Tips For Students
To Manage Their
Digital Footprints

. Be kind, helpful, and understanding

. Use privacy settings

. Keep a list of accounts

. Don’t overshare

. Use a password keeper

. Google yourself

. Monitor linking accounts

. Consider using an anonymous secondary email
9. At least skim the terms and conditions
10. Know that sending is like publishing-forever
11. Understand that searches are social

12. Use digital tools to manage your digital footprint
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Sharing photos of your Kids? Maybe not
after you watch this deeptake ad

"I know for you these pictures are just memories, but for others they are data."

By Emmanuelle Saliba GMA 0O X B ¢
July 29, 2023, 1:29 AM

—
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Artifical Intelligence
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EJ How does walkie talkie work?

O Walkie Talkie Explanatio 2 (@]

A walkie-talkie is a two-way radio that allows users to communicate with each other over a
[ GP Koirala death date short distance. It works by sending and receiving radio waves on a specific frequency. The
user speaks into the microphone, which converts the sound into an electrical signal. This
signal is then sent out as a radio wave on the designated frequency. The receiving walkie-
talkie receives the signal and converts it back into sound through its speaker. This process

allows for real

ime, two-way communication between users.

EJ GP koirala

Girija Prasad Koirala was a Nepalese politician who served as the Prime Minister of Nepal on
several occasions. He was a leader of the Nepali Congress party and played a key role in the
country’s politics for several decades. Koirala was a key figure in Nepal's democracy
movement and served as Prime Minister during the 1990s, when Nepal transitioned from a
monarchy to a republic. He also served as Prime Minister again from 2000 to 2001 and from
2006 to 2008. Koirala passed away in 2010 at the age of 84.

HJ Cow eSSAY - 500 WORDS

Cows are domesticated mammals that are raised for their meat, milk, and hides. They are

Clear conversations N i
also known as cattle and belong to the Bovidae family, which includes other animals such as

Dark mode buffalo, bison, and yaks. Cows are one of the oldest domesticated animals in the world and
have played an important role in human civilization for thousands of years.

OpenAl Discord
Cows are known for their docile nature and are generally easy to handle. Thev are herbivores

Updates & FAQ >

Log out
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E-Safety in School

E- safety is taught explicitly from Year 1 1o Year 6 in the beginning of the year. It is then
revisited at the beginning of term 3.

CYBERBULLYING, DIGITAL DRAMA & HATE SPEECH

¥ Weare kind & courageous.

We use a combination of lessons

DIGITAL CITIZENSHIP
ER UK YEAR 5 (AGE 9-10)

Be a Super
Digital Citizen

from Common sense Media and

our PSHE Curriculum Jigsaw.

(& common sense education
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In summary

e Bullying, distasteful/offensive views, predators etc have always existed, the difference is the
internet has made the world a lot smaller and your child can access these things (and they can
access your child) more easily than before

e [t can be scary to hear about everything that could happen online, but with knowledge, vigilance
and proper supervision of children using devices, your child can use the internet safely

® There are lots of great things online and is important that children know how to use it well. It is
worth the time it takes to teach them to do so safely and this means active supervision. Then,
as they get older, in-depth conversations with your child about what they see online to help

them processiit.

—
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Parental Controls

https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/

Parental controls for Apple, Android and
other devices
Whether your child uses Apple, Android or other devices, it's important to

consider the available parental controls and setting available.

Choose your child’s device below to find step-by-step instructions on setting up

parental controls. Manage everything from location tracking to screen time

balance.
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Useful websites for parents:

https://www.commonsensemedia.orqg/

https://www.netnanny.com/

https://www.internetmatters.ora/issues/

ICT Help TBS

icthelpdesk@tbs.edu.np







