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Name: Name: Name: Name:
Age rating: Age rating: Age rating: Age rating:
Name: Name: Name: Name:
Age rating: Age rating: Age rating: Age rating:
Spotify’
D Vouube | RABLOX potify
Name: Name: Name: Name:
Age rating: Age rating: Age rating: Age rating:




Name: Whatsapp
Age rating: 13+

[~

Name: Facebook
Age rating: 13+

Name: Instagram
Age rating: 13+

Name: Tiktok
Age rating: 13+

Name: Minecraft
Age rating: PEGI 7+

Name: Discord
Age rating: 13+

Name: Viber
Age rating: 16+

X

Name: Snapchat
Age rating: 16+

Name: Telegram
Age rating: 17+

3 YouTube

Name: Youtube
Age rating: 13+

ROQBLOX

Name: Roblox
Age rating: Varying

@ Spotify:

Name: Spotify
Age rating: 13+




TIKTOK

TIKTOKis a ular app amon
kids that is z‘s)zd to cFr?ate an
share short videos with limited
privacy controls. Users are
vulnerable to explicit content
and cyberbullying.

DISCORD

DISCORD is a voice and text chat
tool that allows gamers to

communicate in real time. Users can

chat, add friends one-on-one or in
Iargcr groups. This app discusses
content geared towards adults, but
allows users as young as 13

CHATOUS

7

CHATOUS is a messaging ap|

that allows users to chat an

share images. This app

makes it easy for predators

to engage in age-

ina'ﬁpropriate conversations
ith potential victims.

SNAPCHAT

SNAPCHAT is a photo & video
sharing app that promises users
their photo or video will

disappear even though it doesn't.

Snapchat stories allow users to
view content for up to 24 hours
and share their location

YOUTUBE

YOUTUBEIs a video sharing app
that may not be age appropriate
for kids, Inap ro ate content
can be foun: ng innocent
search terms, but with parental
controls this can be avoidedd

HOUSE PARTY

HOUSE PARTY is a group video
chat app that allows users

to communicate via live video
chats and texts. There is no
screening and the video is live.
Users can also communicate with
people they don't know.

16
ép Sﬁould

Paren

Know About

WHISPER

W

WHISPER is a social network
that allows users to share
secrets anonymously and

it reveals the users’ location
so strangers can meet.

LIVE.ME
A

LIVEME allows users to
livestream videos using geo-
location to share the videos so
other users can find the
broadcaster’s exact location.
Users can earn “coins” to “pay”
minors for photos.

ATTORNEY GENERAL
LESLIE RUTLEDGE

ARKANSASAG.GOV

CALCULATOR%

=

CALCULATOR®% is one of
several "vault® style apps
that appears to be a
armless app, but is used to
hide photos, videos, files
and even browser history.

BUMBLE

BUMBLE is a popular dating
app that requires women to
make the first contact It is
common for minors to use
this app and falsify their
age.

YUBO

YUBO is a social media a (hat
allows users as young as 1

create a profile, share thonr
location, view other users’rofiles
in their area and view
livestreams. Substance use,
profanity, racial slurs and

scantily clad people are common.

WHATSAPP

WHATSAPP is a popular
messaging ncrp allowing users
to text, send photos, make
calls and leave voicemails
worldwide.

TINDER

TINDER is a dating app that
allows users to "swipe right”
to like someone and "swipe
left” to pass. Users can falsify
their age, share photos,
messages, and meet.

TUMBLR

t

TUMBLR is a blogging app and
website that allows users as
young as 13 to create an account
There are very few privacy
semngs and pornography is easy
to find. Most posts are public and
can't be made private. This app
was removed from the Apple
App Store in '18.

MONKEY

MONKEYis an app that allows
users as Kcung as 12 to chat with
people all over the world during
a brief introductory call, then
users are given the chance to
add each other on SNAPCHAT.

GRINDR

GRINDR is a dating o%‘) for LGBT
adults, not children. The app
gives users options to chat,
share photos and meet with
people based on a smartphone's
GPS location
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Internet risks
and other online issues

Secondary Section Slides will be shared so that you can

Thursday 12th September 2024 look at particular links that might be
most relevant to you

—
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What is the one thing you can do to keep your child safe
when they are online? Discuss in pairs.
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There is no silver bullet. We must make sure that we manage
the risks of the internet and being online.




Internet Risks for secondary pupils

The British School Kathmandu, Nepal

Cyberbullying bullying that happens online through social, gaming or instant messaging
platforms.

Fake news and misinformation
Inappropriate content
Online grooming for sexual abuse, radicalisation, drug trafficing or financial exploitation

Online hate language that targets: race or ethnicity, age, gender, sexual orientation, religion and
more

Online pornography accessed by curiosity or by accident

Online reputation helping children understand the long-lasting effects of what they share
Privacy and identity theft

Radicalisation adopting extreme views or experiencing radicalisation

Screen time too much can have a negative effect on wellbeing.

Self-harm a physical response to an emotional pain of some kind and can be very addictive.

Sexting the sending and receiving of sexually explicit photos, messages and video clips, by text,
email or posting them on social networking sites.



https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/issues/cyberbullying/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/
https://www.internetmatters.org/issues/inappropriate-content/
https://www.internetmatters.org/issues/online-grooming/
https://www.internetmatters.org/issues/online-hate/
https://www.internetmatters.org/issues/online-pornography/
https://www.internetmatters.org/issues/online-reputation/
https://www.internetmatters.org/issues/privacy-identity/
https://www.internetmatters.org/issues/radicalisation/
https://www.internetmatters.org/issues/screen-time/
https://www.internetmatters.org/issues/self-harm/
https://www.internetmatters.org/issues/sexting/
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Internet Risks & Online Issues

@

& AN
Learn about it Protect your child
Familiarise yourself with the issue your child may be facing or that Find tips on how to protect your child from internet safety risks,
you are concerned about in the gaming and social media platforms including how to have positive conversations by keeping the
they use in their downtime. dialogue honest and open.
Deal with it é Resources
Receive practical tips and advice to deal with the issues your child Explore further resources for reporting online safety issues,
comes across online and learn when it's time to involve police. From accessing parent support and finding communities and spaces to
using parental control settings to having conversations, these help your child have positive online experiences in the gaming and
actions will help keep your child safe online. social media platforms they use.




Screen time
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Yo

93«%

have a social media profile

81%

use a smartphone
to go online by the
age of 15

99%

are online almost
20.5 hours a week

79%

watch on-demand
or streamed content

Creativity and learning

Knowledge

Removes physical barriers to socialising
Inspirational for niche interests

x

e Peer pressure and app pressure to stay online
e Passive binge time - not developmental
e More likely to come across inappropriate content




Screen time
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-

99%

are online almost
20.5 hours a week

93%

have a social media profile

81%

use a smartphone
to go online by the
age of 15

79%

watch on-demand
or streamed content

Avoid multitasking

Use do not disturb

Be aware of the risks

Self regulate

Be selective and develop an off screen
life

Stress or anxiety if phone is removed
Poor sleep patterns

Insufficient exercise

Reduction of real life socialising




Set boundaries
WITH your kids

Get them involved in the process

of setting age appropriate limits on
how long they can spend online, at
what times and on which platforms.
Set up screen-free times or rooms
where screens are out of sight and
therefore more likely to be out of mind.
Review these as they get older and
give them the space to take greater
responsibility for their screen use.

Lead by example

Just like anything, children copy their
parents’ actions and behaviour. If you
set boundaries for your own screen, it will
be easier for your kids to do the same.

Ensure a healthy mix
of screen activity

Make sure they have a good balance of
screen activities that encourage creativity,
learning & education, connecting with family
& friends, as well as using devices for passively
engaging with content.

Top tips for screen time

Avoid using screen
time as a reward

This will elevate the status of screen time
above other activities and like using
food as a reward may

encourage children

to simply want more.

O

oG

Physical activity
& sleep are really
important

Make sure screens are not displacing
these things by keeping screens out of
bedrooms at bed time and that you are
creating opportunities for your children
to be active each day.
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Is the game appropriate for my child? common)sense
Link to website media
Parent reviews for Valorant
Wieiad Common Sense says Parents say Kids say
b  age 14+ age 10+ age 11+
A * ok & K * &k & * % & K
I Based on our expert review Based on 31 reviews Based on 97 reviews


https://www.commonsensemedia.org/game-reviews

Cyberbullying

e Before a conversation

e \What you need to you

e Key warning signs

e Tips to prevent cyberbullying
e Tips to deal with cyberbullying
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Cyberbullying conversation s(artarsn
Talking

to 14+

year olds

Cvyberbullying-conversation-starters-14-years+

Cyberbullying conversation starters

Talking
to11-13
year olds

Cyberbullying-conversation-starters-11-13-years



https://drive.google.com/file/d/1xG-tozOmq90rS79EtPJW4ZlXHQCkNYgi/view?usp=drive_link
https://drive.google.com/file/d/1m_17VL3xHeQNJS8FZHiri-pV3rrM3O9R/view?usp=drive_link
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Cyberbullying/ Use of Offensive Language

e Behaviours and language that students pick up online often spill over
into their interactions in school

e \We have recently seen an increase in the use of racist, homophobic
and misogynistic language used by our students- often targeted at

other students
e Many of the conflicts that happen between students happen online,

often in large group chats in front of other students
e Whilst each of these incidents has been dealt with CALLIT OUT
individually, this year we are building on our call it CAMPAIGN
Y o

out campaign. R
- ©(©
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Online influencers and Fake News

Andrew Tate and Hannah Barry
are 2 famous examples of toxic
influencers.

Some of the content can seem
innocent. Please take the time to
talk to your children about their
views and where they come from.
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Setting controls - Guidance for parents

Google Family Link Apple Family Sharing

—


https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/

Digital Footprints

A digital footprint is the trail of
information that is left after you have

used the internet.

1

8.
9.

2
3
4.
5
6
7

Tips For Students
To Manage Their
Digital Footprints

. Be kind, helpful, and understanding
. Use privacy settings

. Keep a list of accounts

Don’t overshare

. Use a password keeper
. Google yourself

. Monitor linking accounts

Consider using an anonymous secondary email

At least skim the terms and conditions

10. Know that sending is like publishing—forever

11. Understand that searches are social

12. Use digital tools to manage your digital footprint
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Al and deepfakes

How does walkie talkie work?

A walkie-talkie is a two-way radio that allows users to communicate with each other over a
short distance. It works by sending and receiving radio waves on a specific frequency. The
user speaks into the microphone, which converts the sound into an electrical signal. This
signal is then sent out as a radio wave on the designated frequency. The receiving walkie-
talkie receives the signal and converts it back into sound through its speaker. This process

allows for real-time, two-way communication between users.

Guide for advice and support



https://kidslox.com/guide-to/ai-deepfakes/

Final advice
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Any questions?




