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Name: Whatsapp
Age rating: 13+

Name: Facebook
Age rating: 13+

Name: Instagram
Age rating: 13+

Name: Tiktok
Age rating: 13+

Name: Minecraft
Age rating: PEGI 7+

Name: Discord
Age rating: 13+

Name: Viber
Age rating: 16+

Name: Snapchat
Age rating: 16+

Name: Telegram
Age rating: 17+

Name: Youtube
Age rating: 13+

Name: Roblox
Age rating: Varying

Name: Spotify
Age rating: 13+





Internet risks 
and other online issues

Secondary Section
Thursday 12th September 2024

Slides will be shared so that you can 
look at particular links that might be 

most relevant to you



What is the one thing you can do to keep your child safe 
when they are online? Discuss in pairs.



There is no silver bullet. We must make sure that we manage 
the risks of the internet and being online.



Internet Risks for secondary pupils 

1. Cyberbullying bullying that happens online through social, gaming or instant messaging 
platforms.

2. Fake news and misinformation 
3. Inappropriate content
4. Online grooming for sexual abuse, radicalisation, drug trafficing or financial exploitation
5. Online hate  language that targets: race or ethnicity, age, gender, sexual orientation, religion and 

more
6. Online pornography accessed by curiosity or by accident
7. Online reputation helping children understand the long-lasting effects of what they share
8. Privacy and identity theft
9. Radicalisation adopting extreme views or experiencing radicalisation

10. Screen time  too much can have a negative effect on wellbeing.
11. Self-harm a physical response to an emotional pain of some kind and can be very addictive.
12. Sexting the sending and receiving of sexually explicit photos, messages and video clips, by text, 

email or posting them on social networking sites.

https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/resources/apps-guide/
https://www.internetmatters.org/issues/cyberbullying/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/
https://www.internetmatters.org/issues/inappropriate-content/
https://www.internetmatters.org/issues/online-grooming/
https://www.internetmatters.org/issues/online-hate/
https://www.internetmatters.org/issues/online-pornography/
https://www.internetmatters.org/issues/online-reputation/
https://www.internetmatters.org/issues/privacy-identity/
https://www.internetmatters.org/issues/radicalisation/
https://www.internetmatters.org/issues/screen-time/
https://www.internetmatters.org/issues/self-harm/
https://www.internetmatters.org/issues/sexting/


Internet Risks & Online Issues 



Screen time

✅
● Creativity and learning
● Knowledge
● Removes physical barriers to socialising
● Inspirational for niche interests

✖
● Peer pressure and app pressure to stay online
● Passive binge time  - not developmental
● More likely to come across inappropriate content



Screen time

✅
● Avoid multitasking
● Use do not disturb
● Be aware of the risks
● Self regulate
● Be selective and develop an off screen 

life

✖
● Stress or anxiety if phone is removed
● Poor sleep patterns
● Insufficient exercise
● Reduction of real life socialising



Top tips for screen time



Is the game appropriate for my child? 
Link to website

https://www.commonsensemedia.org/game-reviews


Cyberbullying 

● Before a conversation

● What you need to you

● Key warning signs

● Tips to prevent cyberbullying

● Tips to deal with cyberbullying

Cyberbullying-conversation-starters-14-years+

Cyberbullying-conversation-starters-11-13-years

https://drive.google.com/file/d/1xG-tozOmq90rS79EtPJW4ZlXHQCkNYgi/view?usp=drive_link
https://drive.google.com/file/d/1m_17VL3xHeQNJS8FZHiri-pV3rrM3O9R/view?usp=drive_link


Cyberbullying/ Use of Offensive Language

● Behaviours and language that students pick up online often spill over 
into their interactions in school

● We have recently seen an increase in the use of racist, homophobic 
and misogynistic language used by our students- often targeted at 
other students

● Many of the conflicts that happen between students happen online, 
often in large group chats in front of other students

● Whilst each of these incidents has been dealt with 
individually, this year we are building on our call it 
out campaign.



Online influencers and Fake News

Andrew Tate and Hannah Barry 
are 2 famous examples of toxic 
influencers.

Some of the content can seem 
innocent. Please take the time to 
talk to your children about their 
views and where they come from. 



Setting controls - Guidance for parents

Google Family Link Apple Family Sharing

https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/


Digital Footprints

A digital footprint is the trail of 

information that is left after you have 

used the internet.



AI and deepfakes

Guide for advice and support

https://kidslox.com/guide-to/ai-deepfakes/


Final advice



Any questions?


